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CCTV Policy
1. Policy Statement
Surveillance Camera systems are used as a valuable tool to assist with public safety and security, enforcement of legislation and to protect property. Clyst Honiton Parish Council will operate its systems to the requirements of Data Protection legislation and good practice guidelines, such as those issued by the Information Commissioner’s Office (ICO), to ensure the need for public protection is balanced with respect for the privacy of individuals.
2. Scope
This policy applies to all overt CCTV installations controlled by or on behalf of the Council. These are referred to throughout this policy collectively as CCTV cameras.
Locations:
· Throughout the Parish of Clyst Honiton
3. Legislative and Governance Framework
· Data Protection Act 2018
· Human Rights Act 1998
· Freedom of Information Act 2000
· Protection of Freedoms Act 2012
· Private Security Industry Act 2001
· Regulation of Investigatory Powers Act 2000
· ICO Code of Practice on CCTV
· Surveillance Camera Code of Practice
4. Purposes
The Council must be consulted before a surveillance camera system is implemented or altered. Surveillance camera systems will only be implemented where they will assist the Council to meet one or more of the following purposes:
a) To increase personal safety and reduce the fear of crime
b) To assist all law enforcement agencies to carry out their lawful duties in a bid to deter and detect crime
c) To assist in identifying, apprehending and prosecuting offenders
d) To protect members of the public and private property
5. Operation
CCTV cameras will be operated fairly within all applicable laws, and only for the purposes stated in this policy.
The council will not locate surveillance cameras in positions that would record sensitive things like intimate care or people privately observing religious beliefs.
The Parish Clerk is the named accountable officer for all parish council CCTV cameras in Clyst Honiton. The accountable officer will ensure there are operating procedures in place which are clearly documented, monitored and understood by operators.
Access to CCTV cameras and images must be by a device that is exclusively the property of the Council, not a personal mobile phone, laptop or other device.
6. Data Protection Impact Assessment
The council respects and supports an individual’s entitlement to go about their lawful business and this will be a consideration in the operation of CCTV cameras. Although, it is recognised that there is inevitably some loss of privacy when surveillance systems are operational.
A data protection impact assessment will be completed for each CCTV camera, to help identify whether something else could be done that would intrude less on people's privacy and whether surveillance is the best way to use resources.
7. Privacy Notices
To ensure that individuals are made aware of the CCTV cameras, the Council will maintain:
· Notices advising of the use of CCTV cameras, displaying the Council’s contact information
· Updated privacy notice on the Council’s website
8. Retention of data
Each CCTV camera system will set a retention period of 30 days for the images that are captured. These will be recorded in the Council’s retention schedule.
Where information is requested for legal, civil or criminal investigations and proceedings, the Council will seek to extend the retention period for any relevant information, if required.
9. Access Rights
No images captured by CCTV cameras will be released to other organisations until the Council has received and validated a signed request under Data Protection Act 2018, Schedule 2, Part 1(5)(3) request outlining and justifying the request for the images.
If a member of the public has been identified as being recorded by the Council, they may request to view the recording. The request will be treated as a Subject Access Request (SAR) under the Data Protection Act 2018. To enable the Council to locate the relevant footage, individuals submitting a SAR must provide a specific 30‑minute time window during which they believe the recording was captured, along with a brief description of their appearance to assist identification
Availability of the recordings will be subject to the 30-day retention period.
Recorded material will not be sold or otherwise used for commercial purposes or the provision of entertainment.
Public showing of recorded material will only be allowed in compliance with enforcement agencies’ needs connected with an investigation and only then in accordance with the Codes of Practice of The Police and Criminal Evidence Act 1984, or any other circumstance provided by law.

10. Data Quality
The quality of recordings should be sufficient to satisfy evidential requirements and data protection requirements. It is important that the images produced by the equipment are as clear as possible in order that they are effective for the purpose(s) for which they are intended.
Data recorded by CCTV cameras must be easily retrieved, such as through the use of date, time and location stamps.
Recorded material should be stored in a way that maintains the integrity of the image. This is to ensure that the rights of individuals recorded by the surveillance camera system are protected and that the material can be used as evidence if required.
Still photographs of surveillance camera images must not be taken as a matter of routine. The taking of each photograph must be capable of justification (for example for the prevention or detection of crime and anti-social behaviour) and only done so with the permission of the named accountable officer in charge of the CCTV cameras.
11. Audio recording
Surveillance cameras with audio should not be installed unless found to be proportionate following a Data Protection Impact Assessment. Where it is deemed necessary to capture audio, signage and procedures will reflect this.
12. Data Security
Organisational and technical measures must be put in place to ensure the security of the equipment, monitors and recordings, including:
· Adherence to the council’s Data Protection Policy;
· Appropriate training for surveillance camera operators;
· Restricted access to surveillance camera footage on a need-to-know basis;
· Secure location of monitoring equipment and footage, surveillance camera monitors need to be in a physically secure location lockable office;
· Ensure the location of surveillance cameras does not capture financial card transactions and complies with the Card Payment Policy;
· Strong passwords to protect information;
· Hosting that complies with Data Protection and the council’s information security requirements;
· Documented procedures for when people ask for access to recordings, about sharing information and for complaints about surveillance;
· Records of who has had access to the information, when and why;
· Documented procedures for keeping information and recordings secure, how long they are kept for, and when and how they are destroyed;
· The recording system should be checked and maintained on a regular basis to ensure it is in good working order.
13. Policy Review
This policy will be reviewed as it is deemed appropriate, but no less frequently than every 3 years.
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